ANNUAL FULL-DAY MEETING ON THE RIGHTS OF THE CHILD
PART 1 (MORNING)

NIDHI
MAIN STATEMENT - 1ST INTERVENTION 


THANKS FOR YOUR KIND INTRODUCTION 
MY NAME IS NIDHI AND IT’S AN HONOUR TO ADDRESS SUCH AN AUDIENCE
LAST DECEMBER, I WAS FORTUNATE ENOUGH TO HAVE GOTTEN INVITED TO TAKE PART IN A PANEL DISCUSSION AND SPEAK AT THE ANNUAL INTERNET GOVERNANCE FORUM ON CHILDREN’S ONLINE SAFETY, PARTICULARLY ON EDUCATIONAL TECHNOLOGY APPS AND CHILDREN’S DATA PRIVACY WHILE USING THEM. IN PREPARATION LEADING UP TO THAT EVENT, I DID MY OWN RESEARCH AND LISTENED TO OTHER PANELISTS WHO SHARED THEIR VIEWS. IT WAS ALARMING TO LEARN ABOUT THE RISKS THAT WE CHILDREN ARE SUBJECT TO, AND HOW UNSAFE WE ARE WHILST USING THE INTERNET. 
AS MUCH AS DATA PROTECTION IS A TOPIC CONCERNING ADULTS, IT IS JUST AS IMPORTANT, IF NOT MORE, FOR CHILDREN, ESPECIALLY NOW AS WE DO ANYTHING AND EVERYTHING ONLINE.  1 IN EVERY 3 ONLINE USERS WORLDWIDE IS A CHILD. MOST OF THE TIME, THEY DON'T EVEN KNOW HOW TO USE ONLINE TOOLS SAFELY OR PRESERVE THEIR PERSONAL INFORMATION, WHICH MAKES THEM EXTREMELY VULNERABLE. IT IS ESTIMATED THAT 72 MILLION PIECES OF PERSONAL DATA WILL BE COLLECTED ON EVERY CHILD AROUND THE WORLD BEFORE THEIR 13TH BIRTHDAY. THIS IS JUST ALARMING. 
IT IS EVIDENT THAT DIGITAL COMPANIES THROUGH APPS, ONLINE TOOLS, SOCIAL MEDIA, WEBSITES ETC ARE CONSTANTLY TRACKING AND STORING OUR DATA. PERSONAL DATA LIKE NAMES, BIRTHDAYS, LOCATIONS, TIME OF USAGE, OUR LIKES AND DISLIKES ARE ALL GETTING MONITORED AND SAVED SOMEWHERE FOREVER. INDEED, SOME OF IT MIGHT BE USED TO ENHANCE OUR DIGITAL EXPERIENCE, BUT INCREASINGLY WE SEE THAT THE INFORMATION THEY COLLECT AND THE PURPOSES FOR WHICH THEY GET USED, GO MUCH BEYOND SIMPLE PROMOTION AND CONTENT SUGGESTIONS. THIS PRACTICE OF COLLECTING MORE DATA THAN WHAT IS REQUIRED, I STRONGLY BELIEVE, IS UNETHICAL AND A VIOLATION OF CHILDREN’S ONLINE SPACE. ESPECIALLY WHEN WE MAY NOT HAVE INTENTIONALLY SIGNED UP FOR THIS AND PROBABLY DON’T EVEN UNDERSTAND THE LONG-TERM CONSEQUENCES OF GIVING AWAY OUR PERSONAL INFORMATION.
SO, HOW DO WE KNOW WHAT OUR ONLINE DATA IS BEING USED FOR? IS IT BEING SOLD TO OTHER THIRD-PARTY COMPANIES? HOW DO WE KNOW THE INFORMATION WE PROVIDE ONLINE IS SAFE? 
THE MOST FRUSTRATING ASPECT OF THIS ISSUE IS THAT MOST OF THE TIME IT SEEMS NOTHING CAN BE DONE ABOUT IT. FOR EXAMPLE, TERMS AND CONDITIONS EASILY MAKE IT LEGAL FOR COMPANIES TO DO WHATEVER THEY PLEASE WITH A USER’S DATA. T&CS ARE TO HELP USERS UNDERSTAND HOW THEIR DATA IS BEING USED BEFORE THEY OPT IN, HOWEVER INCREASINGLY, IT IS ALMOST AS IF THEY ARE PURPOSEFULLY MADE TO BE UNREADABLE, WITH COMPLEX AND LEGAL TERMS THAT DISSUADE USERS FROM READING FULLY. MANY TIMES, EVEN IF WE READ THEM, WE DON'T UNDERSTAND WHAT THEY MEAN. IT IS FOUND THAT ONLY 1% OF DIGITAL USERS READ THE TERMS AND CONDITIONS BEFORE THEY START USING ANY NEW APPLICATION. JUST THINK ABOUT IT, IF EVEN ADULTS CAN’T READ THROUGH THESE, HOW IS IT THAT CHILDREN ARE EXPECTED TO?
IN ADDITION, NEW TECHNOLOGIES LIKE AI USED ONLINE ARE SO ADVANCED THESE DAYS THAT EVEN REGULATORS ARE FINDING IT HARD TO KEEP UP WITH HOW DATA IS COLLECTED FROM THE USERS. AS MOST BIG PLATFORMS ARE OWNED BY THE SAME DIGITAL COMPANIES, DATA COLLECTED IS ALSO USED ACROSS PLATFORMS AND NOW USED FOR ENTIRELY DIFFERENT PURPOSES. COMPANIES USE OUR DATA TO RECOMMEND CONTENT THAT KEEPS US HOOKED ON TO THE SCREENS FOR MUCH LONGER. WHEN PUTTING THIS IN THE CONTEXT OF CHILDREN, THIS WOULD MEAN THEY SEE THINGS THAT THEY ARE NOT READY FOR AND INADVERTENTLY LEAD THEM TO EXPLICIT CONTENT.  
I DISTINCTLY REMEMBER WHEN I WAS ABOUT 9 YEARS OLD, HOW SCARED I WAS WHEN I SAW A SCARY IMAGE WHILE EXPLORING A GAME ON THE INTERNET. THE IMAGE SCARRED ME AND WHILE TALKING TO MY FRIENDS ABOUT THIS, I REALISED THAT MANY OF THEM HAD THE SAME EXPERIENCE THAT MADE US SO AFRAID FOR YEARS. THIS IS AN EXAMPLE OF HOW CHILDREN CAN ACCIDENTALLY GET EXPOSED TO CONTENT THAT IS INAPPROPRIATE. 
I FIND MYSELF QUITE LUCKY TO BE IN AN ENVIRONMENT WHERE I GET GUIDANCE AND ALL THE HELP NEEDED TO UNDERSTAND HOW TO ACT SAFELY IN THE ONLINE WORLD; HOWEVER, NOT ALL CHILDREN HAVE THIS PRIVILEGE. LAST YEAR, I GOT THIS AMAZING OPPORTUNITY TO HELP THE SOMALI REFUGEE COMMUNITY IN MALAYSIA AND VOLUNTEERED AT THEIR COMMUNITY SCHOOL. I REALIZED THAT MANY CHILDREN THERE, AS MUCH AS THEY DID NOT HAVE ACCESS TO THE INTERNET OR DEVICES, ALSO HAD NO KNOWLEDGE WHATSOEVER ABOUT ONLINE SAFETY AND HOW TO BE SAFE IN THE DIGITAL ENVIRONMENT.
SO, MR HIGH COMMISSIONER, I HAVE A QUESTION FOR YOU SIR. HOW CAN UNDERPRIVILEGED CHILDREN, WITH NO EXPERIENCE OF HOW THE ONLINE WORLD WORKS, TRUST THAT COMPANIES ONLINE WILL PROTECT THEM AND THEIR DATA? WHAT POLICIES ARE IN PLACE FOR THIS AND IF SUCH DATA IS TAKEN FROM CHILDREN, HOW DO WE KNOW THAT THESE KINDS OF COMPANIES WILL BE DEALT WITH?
THANK YOU FOR YOU TIME AND ATTENTION

